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Abstract—WebAssembly (Wasm) runtimes execute Wasm pro-
grams, a popular low-level language for efficiently executing
high-level languages in browsers, with broad applications across
diverse domains. The correctness of those runtimes is critical
for both functionality and security of Wasm execution, motivat-
ing testing approaches that target Wasm runtimes specifically.
However, existing Wasm testing frameworks fail to generate
test cases that effectively test all three phases of runtime, i.e.,
decoding, validation, and execution. To address this research
gap, we propose a new differential testing framework for Wasm
runtimes, which leverages knowledge from the Wasm language
specification that prior techniques overlooked, enhancing com-
prehensive testing of runtime functionality. Specifically, we first
use a large language model to extract that knowledge from the
specification. We use that knowledge in the context of multiple
novel mutation operators that generate test cases with diverse
features to test all three runtime phases. We evaluate LWDIFF
by applying it to eight Wasm runtimes. Compared with the state-
of-the-art Wasm testers, LWDIFF achieves the highest branch
coverage and identifies the largest number of bugs. In total,
LWDIFF discovers 31 bugs across eight runtimes, all of which
are confirmed, with 25 of them previously undiscovered.

I. INTRODUCTION

WebAssembly (Wasm) is a low-level, stack-based,

assembly-like language that allows high-level languages like

C, C++, and Rust to be executed in the browser at near-native

performance. The World Wide Web Consortium (W3C) has

recommended Wasm as an official web standard, the fourth

language to run natively in browsers (after HTML, CSS, and

JavaScript). Beyond its use for web applications, Wasm is

increasingly gaining adoption across other domains, e.g., in

blockchain technology [1], [2], [3].

While the Wasm specification defines a portable binary

language and a corresponding text format, a Wasm runtime is

the key to decoding, validating, and executing Wasm binaries.

Many implementations of the Wasm runtime exist, catering

to a variety of contexts and use cases, such as performance

optimization or security [4], [5], [6], [7], [8]. Defects in

Wasm runtime implementations can be critical, leading to

incorrect calculation results or runtime crashes [9], motivating

the development of automatic defect detection [10], [11].

Differential testing offers an attractive potential approach

for identifying defects in Wasm runtime implementations.

Differential testing compares multiple implementations of the

same specification to find behavioral differences (e.g., bugs,

inconsistencies, or performance differences) [12], [13], [14],

[15]. In our context, differential testing involves executing the

same Wasm program across multiple runtimes simultaneously,

and comparing their outputs. If any runtime produces a dif-

ferent result or behavior compared to others, it indicates a

potential bug [11], [16].

Executing a Wasm program involves three runtime phases:

decoding, validation, and execution. Comprehensive testing

of all three phases requires test cases with diverse features,

including those that: (1) violate encoding rules (to test decod-

ing); (2) violate validation rules (to test validation), and (3)

those that both trigger many instruction execution violating

the encoding rules, to test the decoding phase; (3.a) trigger

as many instruction execution behaviors as possible, and (3.b)

contain sequences of instructions with diverse control flows

(to test execution). Although promising, the many previously-

proposed approaches for both differential and fuzz testing of

Wasm runtimes [17], [11], [16], [18], [12] do not produce

all of these necessary test types. For example, WADIFF [11]

generates test cases for each individual Wasm instruction

without control flow constructs, but fails to generate tests that

contain combinations of instructions, or diverse control flow.

In this paper, we propose LWDIFF, a differential testing

framework that finds bugs in Wasm runtimes. LWDIFF entails

three key insights to overcome central challenges to effectively

testing Wasm runtimes:

a) Automatic extraction of key information from the lan-
guage specification: Generating diverse test cases benefits

from knowledge extracted from the language specification. For

example, to exercise whether an instruction is implemented

correctly, we need knowledge about how the instruction is

validated and executed to guide the test case generation.

Specifically, we need to use this knowledge to create repre-

sentative test cases, including those with invalid instructions,

for testing validation, and those with valid instructions, for

testing execution by triggering as many execution behaviors

as possible. However, because the Wasm specification is in

natural language, extracting the necessary knowledge and

using it to guide the test case generation is challenging [11].

Previous approaches require manually designed patterns to

extract knowledge [11] or require the developers to encode the
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knowledge directly [17], [16]. Both approaches are laborious

and error-prone.

Instead, inspired by recent advancements in large language

model (LLM), we propose to use an LLM to analyze the Wasm

specification [19], extract necessary knowledge, and inform the

construction of multiple mutation operators to generate diverse

test cases to test all three phases of runtime.

b) A position-aware instruction insertion mutation strat-
egy: Testing each instruction’s potential runtime outcomes

comprehensively is challenging. In addition to implementing

the behaviors required by the specification, the runtime may

implement customized behaviors (e.g., optimizations for con-

trol flow) for instructions at specific positions. Techniques

that overlook the impact of position on behavior [11] fail to

test these customized behaviors. To test the implementation of

each instruction comprehensively, we design a position-aware

insertion strategy to generate test cases where an instruction

is placed at different potentially vulnerable positions.

c) Modeling mutation scheduling as a multi-armed
(MAB) problem: Generating test cases with different features

commonly requires multiple mutation operators [20], [21],

[22], [23]. However, scheduling different mutation operators is

non-trivial, because they can have varying effectiveness [20],

[24]. A common method is to select mutation operators ran-

domly [22], [25], [16]. However, this approach cannot evaluate

the mutation operators and select the optimal one, leading to

inefficient testing. Instead, to identify and select the optimal

mutation operator, we model mutation scheduling as a multi-

armed bandit (MAB) problem [26]. We design a coverage-

based reward function to evaluate each mutation operator’s

historical performance and propose an MAB-based selector to

select the optimal mutation operator.

We implement LWDIFF and apply it on eight Wasm run-

times from four well-known Wasm runtime projects, including

Wasmer [27], Wasmtime [4], WasmEdge [6], and five modes

of WAMR [28]. As a result, in 24 hours, LWDIFF generates

262,531 test cases triggering differences among runtimes. By

analyzing the differences, LWDIFF succeeds in identifying 31

bugs, and all of them are confirmed and fixed. Compared with

the state-of-the-art baselines, LWDIFF achieves the highest

code coverage and identifies the largest number of bugs,

illustrating the effectiveness of LWDIFF.

The main contributions of this paper are as follows.

• Effective Mutation Operators. We leverage an LLM

to extract various types of knowledge from a language

specification. We use that knowledge to design multiple

mutation operators capable of generating test cases with

diverse features. These test cases cover all three phases

of executing a Wasm program: decoding, validation, and

execution, contributing to effective testing.

• LWDIFF. We propose a differential testing framework for

Wasm runtimes, and implement it in a prototype, LWDIFF.

LWDIFF addresses several technical challenges. We pro-

pose a position-aware insertion strategy to test the imple-

mentation of each instruction comprehensively. Addition-

ally, we design an MAB-based mutation operator selector to

identify and select the optimal mutation, ensuring efficient

testing. The implementation of our approach is publicly

available at https://github.com/erxiaozhou/LWDIFF2024.

• Comprehensive Evaluation. We comprehensively evalu-

ate LWDIFF on eight Wasm runtimes to demonstrate its

effectiveness, and LWDIFF outperforms the state-of-the-art

tools. With the help of LWDIFF, we have discovered 31

bugs. 25 of them are unseen before, and all the bugs are

confirmed and fixed by the developers.

II. WEBASSEMBLY

  int add(int a, int b) {  
      return a + b;
  }

  (module
  (type $t0 (func (param i32 i32)   (result i32)))  
  (func $add (type $t0)
  (param $a i32) (param $b i32) (result i32)
  local.get $a
  local.get $b
  i32.add)
  (export "add" (func $add)))

b)WebAssembly text format
(WAT)

a) Example C program

  0x0 0x61 0x73 0x6d 0x1 0x0 0x0 0x0 
  0x1 0x7 0x1 0x60 0x2 0x7f 0x7f 0x1 
  0x7f 0x3 0x2 0x1 0x0 0x7 0x7 0x1 
  0x3 0x61 0x64 0x64 0x0 0x0 0xa 0x9 
  0x1 0x7 0x0 0x20 0x0 0x20 0x1 0x6a 
  0xb

c) WebAssembly binary (bytes)

Fig. 1. Wasm example; a simple C function (left) compiled into the Wasm
(middle and right). local.get and i32.add are the opcode of the
instructions, and $a and $b are the immediate arguments.

WebAssembly (Wasm) is a portable, low-level assembly-

like binary language definition and corresponding text format

for executable programs [19]. It is largely intended to support

portable, high-performance web applications. Therefore, it is

seeing application in a diversity of domains [29], [30], [31],

[32]. In this section, we provide background on key concepts

in the Wasm language specification and in Wasm runtimes,

which are necessary for understanding our contribution.

A. The Wasm Language

Fig. 1 shows an example, illustrating how a simple add
function written in C code is compiled to Wasm. Wasm code

can be represented in the Wasm Text Format (WAT, middle,

a human-readable text format) or the Wasm byte code (right).

Wasm bytecode fundamentally comprises units of computation

consisting of instruction sequences to be executed by the given

Wasm runtime. Compiled Wasm code is organized into a

module, a unit of deployment and execution [19], consisting

of up to 13 sections (including sections for, e.g., code, type,

global, export) in a specified order.

Our small C example’s Wasm module contains four sec-

tions, including a type section defining the types used in

the program, a function section declaring the type of

each function, a code section defining each function, and

an export section to export the definitions (e.g., functions)

externally. In this example, the type section defines a type

$t0 that takes two i32 (32-bit integer) parameters and returns

an i32; the function section uses the type $t0 defined

in the type section to declare the add function. A Wasm

function consists of a type, local variables, and an instruction

sequence. Not all sections are required for all programs;

for example, since this program does not use dynamically

managed memory, there is no memory section.
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In general, a Wasm instruction consists of an opcode and

immediate arguments [19]. Wasm is stack-based: each instruc-

tion implements its functionality by taking operands from the

stack, and pushing any result back onto the stack [19]. For

example, the i32.add instruction takes two operands from

the stack, adds them, and pushes the result back onto the stack.

B. Wasm Runtime

A Wasm runtime is the key component in the ecosystem,

and is responsible for decoding, validating, and executing

Wasm programs [19]. First, the runtime decodes Wasm byte-

code into a module. Then, the runtime validates the mod-

ule, checking whether the code in the module conforms to

validation rules specified in the Wasm language specifica-

tion. Finally, if the module is valid, the runtime executes
it. The runtime creates a module instance according to the

definitions in the module and then executes the specified

exported function (hereafter referred to as the entry function).

During the execution of this function, the runtime processes

the instruction sequence according to its control flow.

At a high level, then, to execute a Wasm program correctly,

a runtime must (1) validate each instruction as described in

the specification, and (2) properly manage the Wasm binary’s

control flow and execute each instruction correctly. To illus-

trate, Fig. 2 shows example validation rules for i32.store:

If linear memory is defined in the context (line 1), the

immediate argument alignment is a power of 2 and not

greater than 4 (line 2), and there are two operands of type

i32 on the stack (line 3), the instruction i32.store is

valid. The specification also introduces how the instruction

input (i.e., immediate arguments and operands) determines

its execution behavior [19], [11]. For example, as shown

in Fig. 3, for the instruction i32.store, the immediate

argument offset and the second operand (denoted as i)
determine the address for storing a byte (line 7), leading to two

possible execution behaviors. If the address is out of memory

bounds, the execution will terminate and lead to a trap, i.e., an

exception (lines 8 and 8.a). Otherwise, the instruction executes

successfully, storing a byte (line 10).

To date, a variety of Wasm runtimes are available and under

active development, including Wasmtime [4], Wasmer [27],

WAMR [28] and others, offering tradeoffs in terms of target

environments (such as edge computing environments and

blockchain systems) [33], [7], [34], [5].

III. LWDIFF

Fig. 4 provides an overview of LWDIFF, which works

as follows. Before testing, LWDIFF first analyzes Wasm

documentation to extract structured knowledge of the language

specification to inform mutation (Section III-A). The mutation

engine (Section III-B) uses this extracted knowledge to im-

plement three types of mutation strategies, including mutation

operators that are intended to generate test cases covering all

three Wasm runtime phases (i.e., decoding, validation, and

execution). Meanwhile, we maintain a seed pool, which stores

generated test seeds, where a seed is a Wasm binary.

1. The memory C.mems[0] must be defined in the context.
2. The alignment 2memarg.align must not be larger than 4.
3. Then the instruction is valid with type [i32 i32] ->

[].

Fig. 2. Simplified validation rules of i32.store

1. Let F be the current frame.
2. Let a be the memory address F.module.memaddrs[0].
3. Let mem be the memory instance S.mems[a].
4. Pop the value i32.const c from the stack.
5. Pop the value i32.const i from the stack.
6. Let ea be the integer i + memarg.offset.
7. Let N be the bit width |i32| of number type i32.
8. If ea + N/8 is larger than the length of mem.data,

then:
8.a. Trap.

9. Let b* be the byte sequence bytesi32(c).
10. Replace the bytes mem.data[ea:N/8] with b∗.

Fig. 3. Simplified execution behavior of i32.store

In each round of the testing campaign, LWDIFF first ran-

domly selects a seed from the seed pool and applies one

of the mutation operators to that seed to generate a new

test case. We model the selection problem as a multi-arm

bandit game, using the UCB1-Tuned algorithm [35] to guide

mutation selection (Section III-C). The differential testing

engine (Section III-D) then executes the generated test case

on different Wasm runtimes to identify a difference, which is

a potential bug. Finally, the test case is evaluated: if it improves

code coverage over the existing seeds, it is added to the seed

pool for later testing rounds (Section III-E).

A. Wasm Specification Analysis

In this section, we describe how we use an LLM to extract

language specification knowledge from Wasm documentation.

Test case generation for language runtimes or compilers

typically benefits from an understanding of the underlying lan-

guage specification [11], [14], [36], [37]. In the Wasm runtime

testing context, for example, an understanding of instruction

validation rules can guide mutation to insert instructions that

either follow those rules, or deliberately violate them; doing

so can enable explicit testing of the Wasm runtime validation

phase. Prior work for Wasm testing has required either manual

specification of rules to extract this kind of knowledge [11], or

for programmers to encode the knowledge directly [17], [16].

While effective, such manual analysis is both labor-intensive

and error-prone, and liable to inevitable incompleteness.

LWDIFF instead uses LLM with retrieval-augmented gen-

eration [38] to automatically analyze Wasm documentation

(e.g., the official specification) to extract and summarize

key language specification knowledge. Generally speaking,

LLM augmentation methods rely on a knowledge retriever to

segment provided documents (such as the Wasm specification)

and conduct a semantic search, identifying knowledge chunks

relevant to the downstream task [38]. These chunks, along with

downstream task descriptions, are then provided as inputs to

an LLM to derive a task solution (e.g., the validation rules

relevant to a particular instruction).
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Fig. 4. An overview of LWDIFF

Knowledge Retriever. The knowledge retriever, which is

designed for retrieving relevant information from the Wasm

specification, consists of four steps: 1) documentation segmen-

tation; 2) query formulation; 3) semantic embedding and 4)

knowledge retrieval. First, we segment the documentation into

chunks. Typically, knowledge retrieval accuracy relies heavily

on chunking configurations, such as the maximum tokens per

chunk. This often necessitates frequent (and tedious) manual

adjustments. We leverage the well-structured nature of the

Wasm specification documentation, and segment it according

to its hierarchical outline. We parse the documentation’s source

code (e.g., .rst files) using Docutils [39] to create a hierar-

chical outline. Each entry in the hierarchy corresponds to a

subsection, capturing the title and the text as a chunk. Second,

query formulation generates natural language queries, such as

“The validation of the instruction i32.add”. Then, both the

chunk titles (i.e., section names) and the query are converted

into dense vector representations (embeddings). Finally, we

calculate the cosine similarity between these embeddings to

identify the best-matching subsection (based on title relevance)

and retrieve its textual content as relevant knowledge.

Background-augmented Prompting. LWDIFF uses

background-augmented prompts to extract knowledge to

inform mutation operator construction, without a need for

fine-tuning. Background-augmented prompts produce six

key types of knowledge necessary to construct mutation

operators: 1) instruction format; 2) instruction validation
rules; 3) instruction type; 4) instruction execution behavior
conditions (i.e., the conditions under which an instruction’s

behavior is triggered); 5) control flow constructs; and 6)

module definition formats. Prompts include task-specific

descriptions (e.g., “summarize the type of the instruction”),

background information (e.g., validation and execution of

instruction), and expected response formats. The output

in response to these prompts is structured knowledge for

constructing mutation operators. Further detail on mutator

construction given this knowledge is provided in Section III-B.

Format Refinement for LLM Responses. LLM responses

do not always conform to an expected format, which can

hinder its use in downstream tasks. To address this issue, we

adopt an iterative approach to guide the LLM to correctly

structure its responses. We design a rule-based format checker

to identify ill-formatted responses, providing a description of

the detected formatting issue. For example, the format checker

verifies whether the LLM represents the validation rules for

an instruction as a list of mappings with specified keys. If

a response is identified as ill-formatted, we append the issue

description to the prompt, and prompt the LLM to revise its

response. This process is repeated until either the response

adheres to the expected format or a maximum number (e.g.,

3) of retries is reached. If the final response is incorrect,

we manually correct it. We discuss extracted specification

correctness in Section VI-B.

Overall, the LLM processes 182 PDF pages of Wasm docu-

mentation to extract knowledge regarding 424 instructions, 13

types of module definitions, and three control flow constructs.

B. Mutation Engine

Given a seed test case from the seed pool, the mutation

engine begins by selecting a mutation operator to apply

(Section III-C describes how). Each mutation, as applied to

a test seed, produces a single new test case. In this section,

we describe how we design mutation operators to generate test

cases covering all three phases of a Wasm runtime. We first

detail LWDIFF’s mutation strategies (Sections III-B1–III-B2)

that use the LLM-extracted knowledge to create test cases for

both the validation and execution phases. Then, we describe

how we design the mutation operators to generate test cases

to test the decoding phase (Section III-B3).
1) Instruction Insertion Mutation: The goal of the instruc-

tion insertion mutation strategy is to test whether a runtime

can correctly validate and execute instructions. We design

two insertion-based mutation operators for inserting a Target
Instruction or Code. The Target Instruction Insertion Mutation
helps test whether a runtime correctly validates and executes

an instruction; the Code Insertion Mutation helps test whether

the runtime can handle diverse control flow.
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Target Instruction Insertion Mutation aims to generate

test cases that comprehensively trigger behaviors of a target
instruction (e.g., i32.store or i32.add) during validation

and execution, thereby verifying its correct implementation.

To achieve this, there are two challenges to address. First,

we aim to test the full suite of specified instruction behaviors

described in the language specification. To address this, we

use the extracted specification knowledge to identify a set of

representative inputs (Is) for the target instruction, which can

lead to test cases triggering these behaviors. Second, it is also

challenging to test runtime behaviors that the specification

does not explicitly describe. This is because a runtime [28]

may have customized behaviors for an instruction at a specific

position. To mitigate this issue, we place the target instruction
at potentially vulnerable positions by inserting the target
instruction into different positions (Ps) and wrapping the

target instruction in various methods (Ws).

(1) Overall Workflow. Before testing, given a target instruction
with the opcode Op, we determine the mutations to apply by

first identifying Is, Ps, and Ws, combined to create a set of

mutation parameters (Paras), represented as:

Paras = {Para(Op, I, P,W ) | I ∈ Is, P ∈ Ps,W ∈ Ws}
During testing, we generate a new test case according to

a mutation parameter Para(Op, I, P,W ) as follows. First,

we determine the target instruction by combining the opcode

(Op) and the immediate arguments and determine the setup
instructions needed to set the operands (all included in I).

Then, we wrap the target instruction with the wrapping

method (W ). Finally, we insert the wrapped target instruction
and the setup instructions into the position (P ) to generate a

test case. We prioritize mutation parameters that have not been

previously selected; once all mutation parameters have been

selected, we then choose one randomly.

(2) Specification-Driven Representative Input Extraction. Trig-

gering a specific behavior requires specific inputs (i.e., im-

mediate arguments and operands) [11]. For example, test

i32.div_s comprehensively requires at least one case where

the second operand is 0 (to test that the runtime correctly raises

an exception). The specification provides information on how

an instruction is validated and executed; the challenge lies in

extracting and using this knowledge correctly [11].

We address this use the LLM-extracted validation rules

and instruction execution behaviors (recall the examples in

Section II) to determine representative instruction inputs (Is).

First, we determine the instruction format, i.e., the number and

types of operands and immediate arguments. For example, the

instruction i32.store requires two immediate arguments

of type u32, and two operands of type i32. Second, we

determine representative inputs that lead to representative

behaviors, covering both valid/invalid formulations, and ex-

ecution behaviors. We ask the LLM to identify conditions

that the instruction inputs must meet for an instruction to

exhibit a specific behavior. Given the structured response

from the LLM, we automatically build symbolic constraints

over operands and immediate arguments to describe necessary

conditions to trigger a given behavior. For example, the

behavior of the instruction i32.store, when it stores a

byte successfully, involves to a symbolic constraint where the

immediate argument alignment is a power of 2 and not

greater than 4, and the addition of the second operand and the

immediate argument offset does not exceed the memory

size defined in the seed.

Additionally, inspired by the success of previous work [11],

[14], [40], we also generate symbolic constraints where the

operands are special values (e.g., 0 and 1 among others for an

operand of type i32) to create more representative inputs.

Finally, during testing, given a selected seed, we determine

concrete values for the input of the target instruction by

solving the symbolic constraint using a Satisfiability Modulo

Theory (SMT) solver. In total, we identify representative

inputs for 424 instructions, covering all instructions except the

control instructions (tested via the Code Insertion Mutation).

(3) Position-Aware Insertion. An instruction’s position can

influence its behavior. For example, in WAMR, the execution

of the local.set instruction is affected by the control flow

in which it resides, due to optimization; its execution result can

be incorrect when it is within certain types of control flow. We

therefore aim to generate test cases where the target instruction
is placed at potentially vulnerable positions. To this end, we

develop eight insertion strategies (see Table I), considering the

control flow constructs and the control instruction return,

to determine insertion positions.

We additionally design six wrapping methods (see Table II)

that modify the instructions surrounding the target instructions,

to diversify the control flow. For example, we wrap the target
instruction i32.add in Fig. 5(a) with the wrapping method

Wrap Block, leading to the instructions in Fig. 5(b).

i32.const 1
i32.const 1
i32.add ;; target instruction

(a) The original i32.add

i32.const 1
i32.const 1
block (param i32 i32) (result i32) 
      i32.add ;; target instruction
end

(b) The wrapped i32.add

Fig. 5. An example of wrapping

Code Insertion Mutation inserts a code snippet with multiple

instructions and complex control flows to generate test cases,

testing whether the runtimes can handle such test cases.

This entails mechanisms to (1) generate diverse control flow

constructs and (2) ensure the validity of the generated test

cases. We use a grammar-based approach, supplemented by the

extracted specification knowledge, to achieve these goals. This
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TABLE I
INSERTION STRATEGIES. BLOCK, LOOP, IF, AND ELSE ARE CONTROL FLOW

CONSTRUCTS IN WASM.

Strategy Description

Random Insert the instructions into a random position.

Inner Block Insert the instructions into a block.

Inner Loop Insert the instructions into a loop.

Inner If Insert the instructions into an if branch.

Inner Else Insert the instructions into an else branch.

New Function Insert the instructions into a new function.

Before Return Insert the instructions before the first return.

After Return Insert the instructions after the first return.

TABLE II
WRAPPING METHODS. BLOCK, LOOP, IF, AND ELSE ARE CONTROL FLOW

CONSTRUCTS IN WASM.

Method Description

No Wrap Leave the target instruction unmodified.

Wrap Block Wrap the target instruction inside a block.

Wrap Loop Wrap the target instruction inside a loop.

Wrap If
Wrap the target instruction inside the if branch of
a conditional construct.

Wrap Else
Wrap the target instruction inside the else branch
of a conditional construct.

After Return
Add a random instruction sequence containing
a return instruction before the target instruction.

process involves three steps. First, we determine the control

flow constructs of the code snippet to be inserted. Second,

we insert valid instructions into the control flow constructs to

create a valid code snippet. Finally, we insert the code snippet

into a seed to create a new test case.

(1) Grammar-based Control Flow Construct Generation. We

determine the control flow constructs using a grammar (Fig. 6)

summarized from the LLM-extracted knowledge control flow.

We use the first six rules in Fig. 6 to randomly generate

control flow constructs. The first production rule generates

a sequence of instructions indicating control flow constructs,

and the 〈InstSeqP 〉 symbol, a placeholder for an instruction

sequence. We assign a randomly generated type to each

〈InstSeqP 〉. We infer the associated types of the control flow

constructs from the bottom up, according to the language

specification (e.g., the type of a 〈Block〉 is the same as the

type of the 〈InstSeqP 〉 it contains).

(2) Instruction Generation. We generate a valid instruction

sequence with the required type to replace each 〈InstSeqP 〉,
based on knowledge about instruction validation, one instruc-

tion at a time. We speed up sequence completion as it nears a

preset length (10, in our implementation) by adding padding

instructions to refine the sequence’s type, eliminating excess

operands, and incorporating necessary ones. We add two

kinds of padding instructions to achieve this. First, if the

〈Code〉 ::= 〈InstSeq〉
〈InstSeq〉 ::= 〈loopBlock〉 | 〈Block〉 | 〈ifBlock〉

| 〈InstSeqP 〉 | 〈InstSeq〉〈InstSeq〉
〈ifBlock〉 ::= if blockType 〈InstSeq〉 end
〈ifBlock〉 ::= if blockType 〈InstSeq〉

else〈InstSeq〉 end
〈Block〉 ::= block blockType 〈InstSeq〉 end

〈loopBlock〉 ::= loop blockType 〈InstSeq〉 end
〈InstSeqP 〉 ::= 〈instP 〉∗

〈instP 〉 ::= i32.const | f32.const | i32.add | . . .

Fig. 6. Grammar rules for code generation

generated instructions produce more operands than expected,

we insert instructions to store these excess operands in the

global variables, and Wasm-Smith [17] also takes this strat-

egy. Second, if the generated instructions lack operands, we

pad constant instructions (e.g., i32.const) to ensure the

resulting instruction sequence matches the expected type.

(3) Code Insertion. To ensure that generated code can poten-

tially affect the behavior of the original test case, we insert

it into the entry function (i.e., the function to be executed).

We only insert the generated code before instructions that

could prematurely terminate the function’s execution (e.g., a

return instruction) to prevent the generated code from being

skipped.

2) Module Definition Mutation: Module variables defined

(e.g., linear memory) can also affect Wasm program behav-

ior [19]. We therefore design a mutation operator to mutate

test case definitions via deletion, insertion, or replacement. To

construct valid definitions for insertion or replacement, we first

use the LLM to identify the fields of a definition, and their

corresponding types. We populate these fields with valid values

to construct a new definition. For example, when generating a

definition for a global variable, the LLM identifies its fields:

value type, mutability, and constant expression. Value types

include, for example, i32, f32; mutability is either const
(encoded as 0) or var (encoded as 1); and constant expressions

are constructed to match the value type, such as i32.const
0 for an i32. Table III shows a subset of these mutations, of

the 22 total.

3) Byte Mutation: The main goal of byte mutation is to

generate malformed test cases to trigger decoding bugs. Failure

to detect and abort on malformed test cases can lead to

unexpected runtime behavior. For example, WAMR incorrectly

decodes the nonsense bytes 0xFD8C into the instruction

i16x8.shr_s. We propose two mutation operators to gener-

ate test cases containing malformed functions and malformed

sections, respectively:

Malformed Function Mutation. To test whether the run-

times decode Wasm functions correctly, we mutate bytes

encoding the entry function in two ways: (1) Function body
mutation. We randomly insert, replace, or delete a byte in

those corresponding to the entry function. (2) Function size
declaration mutation. Since function size (i.e., the number of

bytes encoding the function) must be declared at its start, we
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TABLE III
PARTIAL MUTATIONS FOR MODULE DEFINITION.

Mutation Description

Insert Table Insert a randomly generated table.

Insert Memory If the seed does not define a linear
memory, insert one.

Replace Memory Replace the linear memory with a
randomly generated one.

Insert Passive Data Segment Insert a randomly generated pas-
sive data segment.

Insert Active Element Segment Insert a randomly generated active
element segment.

Insert Function Insert a randomly generated func-
tion.

Insert Global Variable Insert a global variable.

test the runtime’s ability to detect violations by deliberately

mismatching the declared size with the actual length, with a

small probability.

Malformed Section Mutation. To test whether the runtime

can detect malformed module definitions (e.g., global vari-

ables) in other sections (e.g., the global section) of a Wasm

program, we implement a two-step mutation operator to mutate

bytes encoding these sections. First, it randomly selects a

section for mutation. Then, similar to mutating the bytes

encoding the entry function, it mutates the bytes encoding the

selected section, and the bytes declaring the section size.

C. Mutation Selector

Our mutation operators can generate diverse test cases.

However, scheduling these mutation operators to explore

the runtime code space efficiently is still a challenge. A

straightforward scheduling method is to sample the operators

uniformly at random. However, this approach fails to evaluate

operator effectiveness, and tends to waste computation on

ineffective operators [20], [24].

Inspired by recent advancements in online learning [41],

we instead frame the testing process as an online game. In

each round, LWDIFF uses historical testing results to inform

operator selection. We model mutation operator selection as

a multi-armed bandit (MAB) problem [26], wherein each

mutation operator is an “arm” that, when selected, yields a

distinct and previously unknown distribution of rewards. In the

testing context, the “reward” corresponds to mutation operator

efficacy. Therefore, our objective is to maximize the number

of bugs uncovered within a finite testing period by identifying

and prioritizing the mutation operators that have the highest

potential to uncover bugs.

An effective reward mechanism is crucial for guiding se-

lection. Branch coverage can serve as a proxy for testing

effectiveness and is widely used by testing algorithms for

similar purposes [22], [42]. Therefore, we similarly use branch

coverage as a reward mechanism to encourage the generation

of test cases that cover new code. We adopt the UCB1-

Tuned algorithm [35], which has been proven effective in

multiple testing approaches [21], [43], to facilitate mutation

operator scheduling. UCB1-Tuned considers historical rewards

and selects a mutation operator as:

MOidx(t) = argmax
a

(
x̄a +

√
ln t

na
min

(
1

4
, Va(na)

))
(1)

Va(na) = σ2
a +

√
2 ln t

na
(2)

In this formula, MOidx(t) refers to the mutation operator

selected during the tth selection. The term x̄a refers to the

average reward of the ath mutation operator, na refers to

the number of times that the ath mutation operator has

been selected, and σ2
a refers to the sample variance of the

rewards for the ath mutation operator. When selecting the

next mutation operator, we calculate the reward according to

the new branches triggered by the last mutation operator and

update the historical rewards. Then, we determine the optimal

mutation selector according to Equation 1.

D. Differential Testing Engine

The differential testing engine sends a test case to different

runtimes for execution, collects the output from the runtimes,

and identifies whether there are differences in those outcomes,

indicating a potential bug. To achieve this, we first determine

the variables to model differences between runtimes. After

executing a test case, we collect these variables, and com-

pare them, to detect potential differences. Finally, given the

potentially large number of differential test cases, we use a

keyword-based method over the runtime exception methods

introduced in WADIFF [11] to de-duplicate the differential

outcomes and tests.
1) Difference Detection: We represent execution results,

denoted as S, by a combination of {Return,Exec}. Return
refers to the return value of the entry function of the test case.

Exec refers to a runtime execution status, i.e., whether the

execution leads to an exception. Given n runtimes under test,

and the execution result of ith runtime denoted as Si, we say

there is a difference between them iff:

∃i, j ∈ {0, 1, . . . , n− 1}, Si(tc).λ �= Sj(tc).λ

where λ refers to either the return value or the execution status

of the runtime. If any two S contain different return values or

execution statuses, we say the test is differentiating.
2) Variable Collection: We collect variables for difference

detection after the entry function executes. We straightfor-

wardly instrument the runtime to collect the return value of

the entry function. Meanwhile, execution can result in one

of four execution statuses: whether it triggers an exception

(e.g., caused by an invalid test case), leads to a runtime crash,

fails to terminate within the predefined time limit (one second,

in our implementation), or the runtime executes the test case

successfully.
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3) Keyword-based Clustering: The goal of keyword-based

clustering following the prior work [11] is to de-duplicate the

differences identified in the previous step. We characterize

the root cause of the difference from three failed executions:

crashes, timeouts, and exceptions. For exceptions, we prede-

fine the keywords to string-mapping the error messages, e.g.,

“divided by zero” and “illegal opcode”, to identify these root

causes. Test cases are clustered when they have the same

execution status and share the same failure root cause. We

then sample at least one case from each cluster for analysis.

E. Seed Pool Update

Since mutating promising test cases can lead to more

promising test cases [23], we identify such test cases and use

them as seeds to generate new test cases, facilitating the testing

process. For each test case, we first determine if it can be an

effective seed; if so, we then decide whether to add it to the

seed pool.

Effective Seed. We consider a test case that can be executed

across multiple runtimes without exceptions and leads to finite

executions as qualifying as an effective seed. If a test case

triggers an exception on a runtime, its derived test cases

will likely trigger the same exception [11]. When a test case

(denoted as TCE) triggers an exception on all the runtimes,

it results in no differences. Additionally, the derived test

cases of TCE are also likely to trigger exceptions on all

runtimes, resulting in no differences. Although a mutation can

potentially lead to a difference (e.g., inserting an instruction

triggering a bug), if it is applied to a test case (e.g., TCE)

that triggers exceptions on all runtimes, no differences are

observed, leading to inefficient testing. Test cases that result

in non-terminating executions are excluded, for efficiency.

Seed Inclusion Criteria. For a test case that qualifies as an

effective seed, if it can trigger unexplored code, we add it

to the seed pool. Efficient fuzzing is achieved by test cases

that broaden or introduce new code coverage [22], [25], [23].

Otherwise, we will also randomly add a qualifying test case

to the seed pool with a small probability (0.003, in our

implementation).

IV. IMPLEMENTATION

Runtime for Coverage Collection. We use WAMR’s JIT

mode [28] as our reference runtime for code coverage col-

lection, for two reasons. First, WAMR’s implementation in C

allows for lightweight branch coverage collection with LLVM.

Second, WAMR’s JIT mode offers comprehensive support for

almost all Wasm language features, meaning it can execute a

wide diversity of generated tests.

LLM Setup. Our implementation is built on GPT-4, accessed

through the API. We set the temperature parameter to zero.

We justify the design choice to modulate the randomness and

creativity of the LLM to mitigate the risk of hallucination,

following prior work [40]. We set the maximum number of

retries to 3 for the interactive prompt refinement. To retrieve

specification knowledge for LLM, we build a knowledge

retriever by parsing the Wasm specification with the help of

Docutils [39]. In our implementation, we combine the four

instruction-related tasks into a single prompt, enabling the

LLM to complete all tasks at once. This avoids the inefficiency

of using separate prompts, which would require repeatedly

providing the same background information, wasting tokens.

V. EVALUATION

In this section, we aim to answer the following questions:

• RQ1 (effectiveness): How effective is LWDIFF in terms of

code coverage and bug detection, compared with baseline

methods?

• RQ2 (ablation study): What is the effectiveness of LLM-

extracted specification knowledge, position-aware insertion,

and MAB-based mutation selector for guiding testing?

• RQ3 (qualitative analysis): What are the root causes of

the identified bugs in Wasm runtimes?

A. Setup

Metrics. We employ two metrics to evaluate Wasm testing

tools: code coverage, and detected bug count. A testing ap-

proach is considered more efficient if it is able to trigger a

wider range of code, and uncover a higher number of bugs.

Baselines. To the best of our knowledge, there are four

closely related approaches to our own: Wasm-Smith [17],

WADIFF [11], WASMaker [16], and Wapplique [44]. Our

criteria for selecting baseline methods were: (a) they should

target Wasm, and (b) they should be open-sourced. We selected

two state-of-the-art methods, Wasm-Smith [17] and WAD-

IFF [11], as baselines. WASMaker [16] and Wapplique [44]

were excluded because they were not available open-source at

the time of our experiments. Wasm-Smith [17] is a grammar-

based test case generator. To evaluate Wasm-Smith, we collect

a sufficient number of test cases generated by Wasm-Smith

before testing, and forward them to the differential testing

engine until the specified time limit expires. WADIFF [11]

generates test cases in two steps. First, it uses a symbolic

execution engine to generate representative test cases for each

instruction. Then, it uses a byte mutator to mutate these test

cases and generate new ones.

Runtimes under Test. We conduct evaluations on represen-

tative popular, well-maintained Wasm runtimes. We select

runtimes with more than 4K stars on GitHub that have been

maintained in the last year. Therefore, we select four projects:

Wasmer [27], WasmEdge [6], WAMR [28], and Wasmtime [4].

Furthermore, we compile WAMR to five modes: classic inter-

preter mode, fast interpreter mode, JIT mode, fast JIT mode,

and multiple-tier JIT mode. In total, there are eight runtimes

under test.

Initial Seed. For reproducibility, we keep the number of initial

seeds low in our evaluation [24]. We initialize the seed pool

with a single simple test case that contains only one nop
instruction. Note that the users can customize the seed pool.
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B. RQ1: LWDIFF Effectiveness

To investigate LWDIFF ability to identify runtime bugs, we

conduct differential testing over a span of 24 hours across

eight runtimes, and compare code coverage and detected bug

count with that achieved by existing tools. In 24 hours,

LWDIFF generates 262,531 test cases triggering differences

among runtimes. By analyzing these differences, we locate

31 bugs. Table IV (columns 1-3) shows results. Notably,

LWDIFF triggers 31 bugs, and achieved the highest code

coverage of 31.02%, significantly outperforming the baselines

WADIFF [11] and Wasm-Smith [17], which trigger 6 and 15

bugs, respectively. Compared to the baselines, our approach

improves code coverage by 22.17% (from 25.39% to 31.02%)

and increases the number of detected bugs by 106.7% (from

15 to 31). Importantly, all 31 bugs are confirmed and fixed,

and 25 of them are zero-day vulnerabilities.

Note that coverage results are most informative compar-

atively (across baselines), rather than in raw terms. First,

each binary includes components we do not aim to cover.

For example, WAMR includes code implementing the C API

that we don’t expect our generated tests to execute, which

decreases overall coverage. Second, our experiments also only

exercise one of the available runtime modes that a given

binary implements. For example, we use WAMR’s JIT mode

to collect code coverage in experiments. We therefore do not

cover the code implementing, e.g., the classic interpreter mode.

Table V details the number of bugs detected in each runtime.

Note that a single bug may appear in multiple runtimes. Two

bugs are found in WasmEdge, while the remaining bugs are

discovered in various WAMR modes. The highest number

of bugs, 23 in total, are found in WAMR’s fast interpreter

mode (WAMR-FINTERP), highlighting the vulnerabilities of

this runtime mode in particular.

TABLE IV
CODE COVERED, AND BUGS DETECTED BY LWDIFF AND BASELINES IN

ONE RUN.

Coverage Bug Count

WADIFF 25.39% 6

Wasm-Smith 21.03% 15

LWDIFF 31.02% 31
LWDIFF-RM 16.06% 6
LWDIFF-RS 30.89% 28
LWDIFF-RP 30.25% 25

LWDIFF outperforms WADIFF for two reasons. First,

LWDIFF can generate test cases containing diverse control

flow. WADIFF cannot, and therefore its generated tests do not

trigger code that handles control flow. Meanwhile, LWDIFF

applies the position-aware insertion to trigger the instruction

behaviors determined by the instruction position, while WAD-

IFF cannot achieve this and fails to test the corresponding code

space comprehensively. Compared to Wasm-Smith, LWDIFF

can test the decoding, validation, and execution phases, while

Wasm-Smith only generates valid test cases for the execution

phase. This allows us to trigger more code and bugs in the

decoding and validation phases.

Answer to RQ1: LWDIFF achieves the highest code

coverage (31.02%) and identifies the largest number of

bugs (31) in real-world wasm runtimes in 24 hours.

Compared with the baseline method, LWDIFF increases

the code coverage by 22.17% and the number of detected

bugs by 106.67%.

TABLE V
DISTRIBUTION OF 31 DETECTED WASM RUNTIME BUGS. THE SUFFIXES

OF THE RUNTIMES REPRESENT DIFFERENT MODES OF WAMR. FOR

EXAMPLE, WAMR-JIT REPRESENTS WAMR’S JIT MODE.

Runtime (New) Bugs Found

WasmEdge 2
WAMR-FINTERP 23
WAMR-JIT 11
WAMR-MJIT 10
WAMR-FJIT 9
WAMR-CINTERP 7

Total(unique) 31

C. RQ2: Ablation Study

Our previous results show that LWDIFF overall outperforms

the baselines. In this section, we perform an ablation study to

evaluate the degree to which each component of LWDIFF—

LLM-extracted specification knowledge, position-aware inser-

tion, and the mutation selector — contributes to its success

in terms of both code coverage and bug detection. To achieve

this, we design the following baselines.

• LWDIFF: The complete tool includes all mutation opera-

tors, position-aware insertion, and the MAB-based mutation

selector.

• LWDIFF-RM: This baseline excludes the LLM-assisted

mutation operators and includes only byte mutation opera-

tors. This baseline allows us to verify whether LLM-assisted

mutation operators enhance testing effectiveness.

• LWDIFF-RP: This baseline includes a Target Instruction
Insertion Mutation that does not employ position-aware in-

sertion. Instead, it inserts the target instruction at a random

position without wrapping it. We design the baseline to

verify whether position-aware insertion can improve testing

effectiveness.

• LWDIFF-RS: This baseline employs a random mutation

selector, which samples mutation operators with equal

probability. We build this baseline to verify whether the

MAB-based mutation selector improves testing efficiency.

Results. We run each baseline for 24 hours, and then compare

the code coverage and detected bug count. We summarize

the code coverage and detected bug count for each baseline

in Table IV (columns 3-6). LWDIFF achieves the highest

code coverage (31.02%) and detects the largest number of
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0| (func (result i32)
1| i64.const 4294967296 ;; 232

2|   i64.const 0
3|   i64.eq
4| )

Fig. 7. A function triggers a bug in instruction implementation

bugs. Since LWDIFF-RM does not use the LLM-assisted

mutation operators, it can hardly generate well-formatted test

cases, making it difficult to trigger the runtime’s code for

the validation and execution phases. It achieves the lowest

code coverage (16.06%) and only triggers six bugs, indicating

that LLM-assisted mutation operators significantly improve

testing effectiveness. LWDIFF-RP achieves a lower code cov-

erage (30.25%) than LWDIFF, speaking to the importance

of position-aware instruction insertion strategy (rather than

a random strategy). LWDIFF-RS also achieves lower code

coverage, highlighting the effectiveness of the MAB-based

mutation selector.

Answer to RQ2: LLM-assisted mutation operators, the

MAB-based mutation selector, and the position-aware

insertion all show positive impacts on code coverage and

bug detection. Among them, the LLM-assisted mutation

operators achieve the largest boost.

D. RQ3: Root Cause Analysis

We manually analyze all 31 bugs detected by LWDIFF,

identifying three primary root causes:

Incorrect Decoding. We identify that seven out of 31 bugs

arise due to the incorrect implementation of the runtime’s

decoding phase. Six of these are newly-discovered bugs. By

analyzing the root causes of these bugs, we found that a Wasm

runtime can fail to detect and raise exceptions for test cases

with undefined opcodes, undefined operand types, or illegally

encoded control flow. For instance, we found a unique bug

where all the WAMR runtimes under test failed to raise an

exception for a test case with an illegally encoded control

flow. In another bug of this type, WasmEdge failed to detect

and terminate a test case containing illegally encoded local

variable definitions.

Incorrect Instruction Implementation. We find that seven

out of 31 bugs arise due to an incorrect implementation of

instruction validation or execution. Six of these bugs are

newly-discovered by LWDIFF.

Fig. 7 illustrates such a bug. The instruction i64.eq
is designed to take two operands as input, output 1 if the

operands are equal, and 0 otherwise. In this case, the instruc-

tion i64.eq takes two operands 4, 294, 967, 296 (i.e., 232)

and 0; the expected output should be 0. However, in WAMR’s

fast JIT mode, the actual output of i64.eq is 1, because the

code uses 32-bit variables to store 64-bit operands.

 0| (func  (result i32)
 1| i32.const 8 ;; stack: [8]
 2| i32.const 1 ;; stack: [8 1]
 3| i32.const 0 ;; stack: [8 1 0]
 4| if (param i32 i32) (result i32)  
 5| ...
 6| else ;; stack: [8 1]
 7| i32.eqz ;; stack: [8 0]
 8| drop ;; expected stack: [8]
 9| end) ;; expect 8 ; but get 0

Fig. 8. A function triggers a bug in control flow handling

Incorrect Control Flow Handling. We identify that 11 of 31

bugs arise because the runtime incorrectly implements control

flow semantics, leading to incorrect outputs and even crashes.

We discovered eight of them for the first time.

For example, Fig. 8 illustrates such a bug found in WAMR’s

fast interpreter mode. An if-else block (lines 4-9) takes three

operands: 8, 1, and 0. The else branch is executed because

the control flow of the if-else block is determined by the top

operand on the stack (i.e., 0, determined by line 3). In the

else branch, the instruction i32.eqz takes the operand 1 and

pushes 0 to the stack (line 7), as i32.eqz outputs 0 if the

input is not 0. Then, the output of i32.eqz, i.e., 0, is popped

by the instruction drop on line 8. Therefore, at the end of

the else branch, 8 is expected to be left on the stack, which

is also the function’s return value. However, due to a bug in

stack management, the output of i32.eqz is not removed,

and the return value is 0.

Remaining Bugs. The remaining bugs stem from various root

causes. For example, in WAMR’s fast interpreter mode, there

is a bug where an i64 type variable is copied incorrectly. This

mistake can cause the high 32 bits of the newly copied variable

to potentially overlap with the low 32 bits. For instance, if

the original variable is 1, the erroneously copied new variable

turns into 0x100000001.

Answer to RQ3: Across the 31 detected bugs in real-

world Wasm runtimes, our manual analysis identifies

three major causes: incorrect decoding (seven bugs),

incorrect instruction implementation (seven bugs), and

incorrect control flow handling (11 bugs).

VI. DISCUSSION AND THREATS TO VALIDITY

A. Robustness Analysis

One risk to the validity of our experiments is the effect

of randomness on our results. To mitigate and evaluate this

risk, we run all baselines 10 times, and show the statistics

in Table VI. The first column gives the baselines; the second

column, average branch coverage. We assess statistical signifi-

cance using p-values, and quantify the effect size of differences

between baselines and LWDIFF, with the A12 metric, as shown

in the third and fourth columns, respectively.

We make the following observations from Table VI: P-

values for all comparisons, except for LWDIFF-RS, are below
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TABLE VI
AVERAGE CODE COVERAGE IS REPORTED ALONGSIDE STATISTICAL

ANALYSES, INCLUDING P-VALUES (MANN-WHITNEY U-TEST) AND

VARGHA-DELANEY EFFECT SIZES (A12).

Avg. Coverage (10 runs) p-value A12

LWDIFF 31.18% - -
WADIFF 25.63% 1.81e-4 1.00
Wasm-Smith 21.02% 1.80e-4 1.00
LWDIFF-RM 16.14% 1.82e-4 1.00
LWDIFF-RS 31.13% 0.088 0.73
LWDIFF-RP 31.05% 7.30e-4 0.95

the commonly used threshold of 0.05, suggesting statistical

significance, and providing evidence against the null hypoth-

esis of no difference in code coverage between LWDIFF and

the baselines. Regarding effective size statistics, the A12 values

for all comparisons exceed the widely used threshold of 0.7,

reflecting an advantage of LWDIFF over the baselines in terms

of code coverage. The exception is LWDIFF-RS where the p-

value (0.088) slightly exceeds the 0.05 threshold. However, the

effect size (A12=0.73) still suggests that LWDIFF maintains

an advantage compared to the baseline. These results provide

evidence that the improvement of LWDIFF over the baselines

is consistent, and should not be attributed to chance.

B. Correctness Analysis of the Extracted Specifications

Our approach relies heavily on an LLM extracting informa-

tion about a language specification. We analyzed both syntactic

and semantic correctness of the extracted specifications. For

module definitions, 12 out of 13 responses (92.3%) are well-

formatted. For instructions, the syntactic correctness for four

instruction-related tasks, including instruction format, instruc-

tion type, instruction validation rules, and instruction execution

behavior conditions, achieves accuracies of 99.1%, 99.5%,

99.5%, and 99.3%, respectively. For control flow constructs

in Wasm, the LLM successfully identifies all three constructs

with the required format, providing a reliable starting point

for a later manual adjustment.

We manually evaluated the semantic correctness of above

identified syntactically correct specifications, focusing on

module definitions and instructions. For module definitions,

our analysis shows that 7 out of 12 well-formatted responses

are semantically correct, an accuracy of 58.3%. Addition-

ally, we assessed semantic correctness for three instruction-

related tasks, including instruction format, instruction type,

and instruction validation rules, achieving accuracies of 96.7%,

96.7%, and 88.4%, respectively.

Overall, our analysis demonstrates a high level of syntactic

and semantic correctness in using the LLM to extract specifi-

cations.

C. External Threats to Validity

The differential testing engine of LWDIFF requires instru-

menting the runtimes under test to detect differences among

them, necessitating some manual effort. Fortunately, this effort

is manageable. In our evaluation, we instrument the runtimes

from four different projects using fewer than 400 lines of code

in total, which we consider acceptable.

VII. RELATED WORK

There are multiple prior works proposed for testing Wasm

runtimes, including Wasm-Smith [17], WADIFF [11], Wasm-

Fuzzer [18], and WASMaker [16]. However, they all suffer

from some limitations and none of these can generate diverse

test cases covering all three phases. Wasm-Smith [17] is a

test case generator for Wasm. It employs a grammar-based

approach to generate instructions randomly, ensuring syntactic

correctness while considering stack balance. However, because

it assigns the instruction inputs randomly, it cannot compre-

hensively test the implementation of instructions. Furthermore,

unlike LWDIFF, it lacks a bug oracle to detect bugs. WAD-

IFF [11] is a differential testing framework for Wasm runtimes.

It uses manually defined patterns to extract the execution

behavior of each instruction and employs this knowledge to

generate test cases. However, it has two limitations com-

pared to LWDIFF. First, it can hardly generate test cases

with complex control flow constructs and test whether the

runtimes can handle them. Second, it cannot comprehensively

test the implementation of instructions because it does not

consider the position of the instruction. WasmFuzzer [18] is a

fuzzing framework for testing Wasm runtimes. However, its

naive mutators struggle to generate test cases with diverse

code. WASMaker [16] is a differential testing framework that

generates test cases by AST mutation. Compared to LWDIFF,

it has three main limitations. First, it does not generate

representative inputs for instructions to test the implementation

of instructions comprehensively. Second, it does not generate

illegally encoded test cases, thereby failing to detect bugs in

the decoding phase. Third, it cannot test module definitions as

comprehensively as LWDIFF.

VIII. CONCLUSION

In this work, we presented LWDIFF, a differential testing

framework for Wasm runtimes. LWDIFF uses the LLM to

extract the knowledge from the specification and uses such

knowledge to build mutation operators that can generate

diverse test cases. Through extensive evaluation, LWDIFF

demonstrated superior performance in both code coverage and

bug detection compared to state-of-the-art methods. Specif-

ically, LWDIFF successfully identified 31 bugs across eight

popular Wasm runtimes, with 25 of these bugs being previ-

ously undiscovered.
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